ZHZHOSR KD F EE Trackd e B MY

Our hardware-level taint tracking is similar in
spifitto a number of previous systems [10,
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Figure 1: System Overview
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5 keyloggers, 2 password thieves, 2 net-
work sniffer, 3 stealth backdoors, and 22
spyware BHOs, and
8 rootkits.
560N TRVWIATTL
Category Total | FNs | FPs
Keylogzers 5 0 B
Password thieves 2 0 -
Network sniffers 2 0 z
Stealth backdoors | 3 0 =
Spyware/adware 22 o a
Bidrie £ 8 |= Mahware Detection
Browser plugins 16 - T -
Multi-media 9 - 0
Security 10 E 2
System utilities 9 = 0
Office productivity 4 = 0
Games 4 - o
Others 4 - o
Sum 98 [ 3
Table 2: Summary of detection results against mal-
ware and benign samples.
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Figure 2: An cxample of taint graph. This graph
reflects the procedure for Windows user authenti-
cation. While n password thief is running in the
background, it catches the password and saves them
to its log file “c:\ginalog.log”.
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